MANAGING YOUR SECURITY. Managing Trust.™

SecurView Managed Firewall
Security Service

Real-Time Monitoring, Management, and Rapid Incident Response

;> EMPOWER Internal IT Resources and Maximize Security Investments

The SecurView Managed Firewall Security Service provides assistance to an organization to cost-effectively: 3‘
maintain an acceptable corporate security posture. Broad device support for all leading firewall technologies and
24x7 monitoring by skilled security specialists complement existing infrastructure and personnel to enforce See
policies, safeguard data and system integrity, and maintain reliable network communications. ;
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:: LEVERAGE the Latest SIM Technology T . oo d

=== Through the use of high-availability Security Operation Centers and leading
B === Sccurity Information Management (SIM) technologies, SecurView delivers
the complete monitoring, management, reporting and
incident response capabilities that today’s businesses
require. SecurView maintains a holistic real-time view
of your security by collecting, normalizing, correlating,
and analyzing security device information from across _
the enterprise to effectively reduce the risk of attack, e
and provide rapid incident response as events occur. KEY MESSAGES

i Information Security is not a
one-time implementation of point
products, but a continuously
evolving process

:: FOCUSED Expertise, Rapid Response, and Comprehensive Reporting :: To establish an acceptable security
posture, organizations must create
security policies, proactively monitor
for events, and quickly respond to
malicious activity

o ———— SecurView security analysts possess proven real-world experience. Because
they monitor devices from multiple clients, their constantly evolving
knowledge base of possible threats allows quick detection and efficient
response to vulnerabilities, breaches and intended or accidental malicious

— = Dbehavior. Weekly report summaries, detailed monthly report 22 SecurView outsourced security
= = analysis and in-depth security recommendations give management monitoring and management services
!?l (] the insight needed to make informed decisions regarding security offer a lower total cost of ownership
E posture adjustments and corrective actions. o g
| — (TCO) to secure critical business

assets
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. FLEXIBLE Security Monitoring and Management Options

SecurView's tiered security service offerings are designed to meet the unique requirements of any organization. Each service plan includes the
flexibility to leverage and empower internal IT personnel to respond to real-time attacks and implement counter-attack measures accordingly.

) SECURVIEW MONITOR™

For organizations that want to
maintain internal control of firewall
device management and maintenance,
yet desire the advantages of 24x7

Proactive Security Incident Monitoring

Security Incident Detection & Notification

Security
Management

Dynamic Threat Mitigation proactive monitoring, event

Security Policy Consultation notification, and reporting.

Security Event Aggregation, Normalization & Correlation

Fault Detection & Notification

Fault i i i For organizations looking to
Management Fault Diagnosis & Resolution g . g
Vendor Management supplement internal IT resources by
Performance Threshold Detection & Notification adding around-the-clock firewall
Performance Threshold Diagnosis & Resolution monitoring and improved
Performance - . :
Performance Threshold Logging performance, configuration, and
Management - L
Performance Data Collection change management capabilities.

Performance Trend Analysis

Maintain Device Inventory Database
Backup & Archival of Device Configurations For organizations preferring a
Policy, Operating System & Signature Consultation complete outsourced security
monitoring, management, and

Configuration
Management

Maintain Change Management Database

Maintain Documentation (e.g., Visio Diagrams) maintenance solution.

Change

Implement Operating System Upgrades
Management P P 9% P9

Implement Policy & Signature Configuration Changes
Implement 0S Updates, Patches & Signatures

Comprehensive Reporting -

Access To Real-Time Events

Quarterly Management Review
\_ of Organizational Security Posture Yy,

NETCOM SYSTEMS®
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