MANAGING YOUR SECURITY. Managing Trust.®

SecurView" Vulnerability
Assessment Service

Maintain the Confidentiality, Integrity, and Availability of Critical Business Assets

2 RAPIDLY Identify Systems and Applications at Risk

A lack of security assurance is the greatest obstacle to growing your business. Securing the integrity of valuable
business assets and transactions is crucial. Organizations require assurance that data, systems and services are
protected from intrusions, malicious intent, theft and sabotage. Corporate management, partners and customers
require the reassurance that the organization’s private information will remain confidential and protected from

unauthorized access or use. The SecurView Vulnerability Assessment service facilitates IT's task of assuring that
requisite levels of security are applied across the organization.

> DISCOVER, Prioritize and Remediate Vulnerabilities

SecurView Vulnerahility Assessment Service identifies misconfigured and/or unconfigured firewalls, operating
systems, network devices, and software as well as bugs, back doors, and obsolete product versions. The SecurView
Vulnerability Assessment Service compiles a comprehensive portrait of your network security by applying a collection
of process methodologies and tools. To ensure reliability, tests are applied repeatedly for all known vulnerabilities to
produce a structured report that allows for consistent comparison of results over time. SecurView Vulnerability
Assessment Service generates a detailed report prioritizing risks and recommends actions to prevent their exploitation.
Upon completion, a written report is provided explaining the tests performed, the vulnerabilities discovered, and
corrective actions to secure the discovered vulnerability.

KEY MESSAGES

Feature Offerings

12 99% of all intrusions can be

I : attributed to known vulnerabilities
Service Feature Benefits

Discover * Up-to-date database consisting of thousands of ++ Costeffectively protect systems

known vulnerabilities and applications
e Structured testing methodology that provides -
consistent and reproducible results i Up-to-date vulnerability database

and remediation information
Prioritize » Delivers prioritized vulnerability signatures,
allowing administrators to take proactive 2 Reporting and analysis to
measures to effectively repair systems and

N . make informed security decisions,
applications most at risk

policy adjustments, and prioritize

Remediate * Detailed remediation recommendations to corrective actions
assist with resolving the most critical risks




